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Abstract: In this paper, parallel processing increases the number of message bits that can be processed in one clock cycle, it can
also lead to a long critical path (CP); thus, the increase of throughput rate that is achieved by parallel processing will be reduced
by the decrease of circuit speed. Another issue is the increase of hardware cost caused by parallel processing, which needs to be
controlled. This brief addresses these two issues of parallel CRC can be solved.CRC architectures are first pipelined to reduce the
iteration bound by using novel look-ahead pipelining methods and then unfolded and retimed to design high-speed parallel
circuits. Our parallel CRC design can efficiently reduce the CP and control or decrease the required hardware at the same time.
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INTRODUCTION

Cyclic redundancy check (CRC) is widely used to detect
errors in data communication and storage devices. When
high-speed data transmission is required, the general serial
implementation cannot meet the speed requirement. Since
parallel processing is a very efficient way to increase the
throughput rate, parallel CRC implementations have been
discussed extensively in the past decade [1], [2]. Although
parallel processing increases the number of message bits that
can be processed in one clock cycle, it can also lead to a long
critical path (CP); thus, the increase of throughput rate that is
achieved by parallel processing will be reduced by the
decrease of circuit speed. Another issue is the increase of
hardware cost caused by parallel processing, which needs to
be controlled. This brief addresses these two issues of
parallel CRC implementations. In [1] and [2], recursive
formulas have been developed for parallel CRC hardware
computation based on mathematical deduction. They have
identical CPs. The parallel CRC algorithm in [2] processes an
m-bit message in (m + K)/L clock cycles, where k is the order
of the generator polynomial and L is the level of parallelism.
However, in [1], m message bits can be processed in m/L
clock cycles.

High-speed architectures for parallel long Bose—
Chaudhuri— Hocquenghen (BCH) encoders in [3] and [4],
which are based on the multiplication and division
computations on generator polynomial, are efficient in terms
of speeding up the parallel linear feedback shift register
(LFSR) structures. They can also be generally used for the
LFSR of any generator polynomial. However, their hardware
cost is high. We will show that our proposed design can
achieve shorter CP, which leads to a parallel CRC circuit

with higher processing speed, and can control or reduce the
hardware cost of parallel processing, with regard to the most
commonly used CRC generator polynomials. The proposed
design starts from LFSR, which is generally used for serial
CRC. An unfolding algorithm [5] is used to realize parallel
processing. However, direct application of unfolding may
lead to a parallel CRC circuit with long iteration bound,
which is the lowest achievable CP [5]. Two novel look-ahead
pipelining methods are developed to reduce the iteration
bound of the original serial LFSR CRC structures; then, the
unfolding algorithm is applied to obtain a parallel CRC
structure with low iteration bound. The retiming algorithm is
then applied to obtain the achievable lowest CP.

I1. UNFOLDING CRC CIRCUIT

We start with the simple example in [1]. Consider the
CRC architecture with the generator polynomial
Gly) =1+ v +y*+¥° which is shown in Fig. 1. After
applying an unfolding algorithm [5] with unfolding factors
j=2 and j=3, we obtain the two-parallel and three-parallel
architectures shown in Figs. 2 and 3, respectively.
Iteration bound is defined as the maximum of all the loop
bounds. Loop bound is defined as t/w, where t is the
computation time of the loop and w is the number of delay
elements in the loop [5]. It is obvious that the iteration
bounds for the CRC architectures in Figs. 1-3 are
Teom 2Txor » and 3Typz, respectively, where is the
computation time of an XOR gate. In this case, the iteration
bound of a -parallel CRC architecture
forG(y) = 1+ v + ¥* + ¥7is j.Typg . Although we can usere
timing to reduce the CP of a circuit, we cannot achieve a CP
with a computation time that is less than the iteration bound
of this circuit.
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Fig.2 two-parallel CRC architecture for () =14y +y% +y°.

In other words, the CP of a parallel CRC architecture
cannot be less than J.T,., where J is the level of parallelism
andT,, is the iteration period bound of the original data flow
graph (DFG) [5]. Therefore, it is very important to reduce the
iteration bound before the unfolding algorithm is applied.
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Fig.3 Three-parallel CRC architecture for &) =1+y+7 +5".

I11. PIPELINING TO REDUCE ITERATION BOUND
A. Proposed Look-Ahead Pipelining (Method 1)

In this section, we propose a look-ahead pipelining
algorithm to reduce the iteration bound of the CRC
architecture. The CRC architecture with the generator
polynomial G(y} =1+ v +¥® + ¥%is shown in Fig. 4. Its
iteration bound is 2T,z ,which corresponds to the section in
the dashed square and the term y® + y®in the generator
polynomial. The largest iteration bound of a general serial
CRC architecture is also 2Tyyg. For example, the serial
architectures of commonly used generator polynomials CRC-
16 and CRC-12 have the iteration bound of2Ty,;because
they have terms y** + ¥**and ¥** 4 y*%in their generator

polynomials, respectively.
WHMIHW

X

[ PP———

Fig.4. CRC architecture for Gy} = 1 + v + v% + v°.

The critical loop with the delayed input redrawn in Fig. 5 is
described by
aln + 1) =aln) + y(n) +bn + 1) 1)

If we apply look-ahead pipelining to (1), we can obtain a
two level pipelined version given by
an+2) =aln+1) + vy + 1) + bln + 2)
=aln) +bln+ 1) +bln + 2 +yln) +yin+1) (2

The architecture for (2) is shown in Fig. 6. In Fig. 6, we can

see that the loop bound in Fig. 5 has been reduced
from2Ty ;5 t0 Tyqg at the cost of two XOR gates and two flip-

flops.
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Fig.5 loop bound of 2Ty .
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Fig.6 pipelined loop with a loop bound of 2Tz 5.
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Fig.7 two-level CRC architecture for G(y) =1+y +y% £4°.

The CRC architecture in Fig. 4 can now be pipelined as
shown in Fig. 7. In Fig. 7, we can see that the loop bounds of

loop 1 and loop 2 are Tyqzand of{gjlf}mﬁ , respectively. So,

the iteration bound of the two-level pipelined CRC
architecture is ofTy5 .1f we apply higher levels of pipelining,
as shown in (2), the loop bound of loop 1 will decrease;
however, that of loop 2 will increase. For example, for three-
level and four-level pipelining, the loop bound of loop 1
of{ 2/3T4pz is and of (1/2Ty 5, respectively; however, that
of loop 2 is of{7/8)Tyszand of{2/8T ;5 respectively.
Therefore, the iteration bounds of three-level and four-level
pipelined CRC architectures are  of{9/87 T,z and
of{(9/8Tyng, respectively. We can also see from this
example that increasing the pipelining level will not
necessarily reduce the iteration bound of the CRC
architecture. For this example, the lowest iteration bound we
can achieve is of{7/8)Txsz, When the pipelining level is
three.
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B. Improved Look-Ahead Pipelining (Method 2)

Consider the inner loop marked by the dashed square in
Fig. 8. This loop can be redrawn as shown in Fig. 9 and can
be represented by

aln +2) =aln) + y(n) +b(n + 2) 3)

Fig.8. CRC architecture for G(y) = 1 + y + y® + y°.
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Fig.9. Loop Bound of Tyqz.

If we apply look-ahead pipelining to (3), we can obtain a
four level pipelined realization of (3) as
an+4)=aln+2) + vy +2) + bln + 4)
=aln) +bln+ 2+ bln + 4l +yn) +yin+4)  (4)

The architecture for (4) is shown in Fig. 10. In Fig. 10, we
can see that four-level pipelining can be achieved at the cost
of two XOR gates and two flip-flops if the there are two
delay elements in the initial loop. However, in the proposed
pipelining method 1, four-level pipelining can be achieved at
the cost of four XOR gates and four flip-flops.
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Fig.10. pipelined loop with a loop bound of {1/2}T5.

The CRC architecture in Fig. 8 can be pipelined as shown
in Fig. 11. In Fig. 11, we can see that the loop bounds of loop
land loop 2 are (172 ypz, and(3/8)Typg, , respectively.
So, the iteration bound of the four-level pipelined CRC
architecture is(3/81Tyzz, . Use of four-level pipelining
reduces the iteration bound of Fig. 8 fromTy.g,
to(5/8) x5, at the cost of two XOR gates and two delay
elements. The efficiency of the improved pipelining method
will be demonstrated in the succeeding discussions of this
brief.

CRC Architecture
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Fig.11. Pipelined

Loop 1 in Fig. 7 can be represented as shown in Fig. 9and
transformed as shown in Fig. 12, based on retiming and
pipelining [5].1f we perform four-level pipelining to Fig. 4 by
the proposed pipelining method 2, as shown in Fig. 12, we
need four extra XOR gates in loop 2, instead of six, as
needed by method 1. Thus, the loop bound of loop 2 is
reduced from{9/8) gz .10 (7/8) %o, and the iteration
bound is also reduced from(2 /8 Tyng 10(7 /81 Tnz, ; tWO
XOR gates are saved. The following example illustrates the
correctness of the proposed pipelining method 2: For the
CRC architecture in Fig. 12(c), let the message sequence be
101011010; Table I shows the data flow at the marked points
of this architecture at different time slots.
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Fig.12. (a) and (b) retiming and pipelining process, (c)
improved four-level pipelined CRC architecture
forGlyl =1+ v+ % +9°,

TABLE I: Data Flow Of Fig.12(C) When The Input
Message Is 101011010

Clock # | v(@t3) | v(n¥2) | v(m) | X0 | X1 | X2 | X3 | X4 | X5 | X6 ] X7 | X8
1 1 0 0 0|00 [0| 0|00 |00
2 0 1 0 0|00 ]0| 0|00 |00
3 1 0 0 0|00 ]0| 0|00 |00
7 0 1 T [1]1]0]0o[0]0]0]0]1
5 1 0 0 1|01 ]0]0]0]0]0]1
6 1 1 T [0]1]0|1][0]0]0]0]0
7 0 1 0 00|10 10000
g 1 0 T (1] 1|01 ]0]1]0]0]1
9 0 i T [o]1]T|o[1]0]1]0]0®
10 0 0 0 J0Jo|1 1|01 [0 10
11 0 0 T [1]1]0|1[1]0]|1]0]0
12 0 0 0 o110 1|10 1]0

In Table I, we can see that the achieved four-level pipeline
introduces a latency of three clock cycles. However, this is
nota drawback, when the message bits are long.

IV. APPLYING RETIMING FOR MINIMUM CP

After we apply pipelining to the original serial CRC
architecture, the minimum achievable CP (iteration bound) of
the unfolded CRC architecture is reduced. In this section, we
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carry out retiming for minimum CP to obtain fast parallel
CRC architectures by using the example in Fig.
12(c).Applying three-parallel unfolding to Fig. 12(c), we
obtain the design in Fig. 13, where all the numbered
nodes(1), (2], .....represent XOR gates. If the input sequence
is 101011010, we can get the data flow of Fig. 13, as shown
in Table Il. We can see that four clock cycles are needed to
encode a 9-bit message. It is obvious that the CP of Fig. 13
s3T5 . After we apply retiming to it, its CP can be reduced
t0 3Ty 5z, Which is shown in Fig. 14.

Fig.13.three-parallel CRC architecture for 12(c). after
unfolding.

eH

Fig.14. Retimed Three-Parallel CRC Architecture for
fig.12(c).

If the input sequence is still 101011010, we can get the
dataflow of Fig. 14, as shown in Table Il1l. Compared with
Table Il, Table 11l shows a latency of one more clock cycle
caused by retiming. One may be led to believe that three-
parallel design does not process 3 bits of the message
efficiently because encoding a 9-bit message requires five
clock cycles. This is because we are just giving a simple
example to illustrate our design. In real applications, the
message length will be much longer than 9 bits. For example,

if the message is90 bits long, the CRC architecture in Fig. 14
will take30+2=32clock cycles to encode it. It is obvious that
90/32 is very close to 3.

TABLE II: Data Flow of Fig.13 When The Input Message
Is 101011010

Clock # [ v(3K) [ vOktD) [0kt [ X0 [X1] X2 | X3
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TABLE IlI: Data Flow Of Fig. 14 When The Input
Message Is 101011010
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The example we used in Sections Il and IV is not the
best solution for a three-parallel implementation
of(y) =1+ v+ v*+ % In Fig. 14, we can see that the
given solution requires21 XOR gates to achieve a CP of
3Ty oz by four-level pipelining.

TABLE IV: Commonly Used Generator Polynomials

CRC-12 }FIZ -I-}Fn +}73 _I_yl +}F +1
CRC-16 ylﬁ +},15 +},2 +1
SDLC(CCITT) vE R Ey 4
CRC-I6REVERSE VELy T Iy 41
SDLC REVERSE VEL T 11
CRCA2 TR N S NI N LN
B4y H H 4y

However, two-level pipelining would be enough to get a CP
0f3Tynz, Which leads to a three-parallel solution requiring
onlyl5 XOR gates. The preceding example was only used to
illustrate the complete procedure of how to apply our
proposed design based on method 2.

V. COMPARISON AND ANALYSIS

We focus our discussion on the commonly used generator
polynomials [6] that are shown in Table I1VV. By observing
these polynomials, we can see that they all have many zero
coefficients between the second and third highest order
nonzero coefficients. This property is also applicable to the
polynomial example we used in Sections Il and IV for
Gly) =14+ v+ v®* +v% A comparison between previous
high-speed CRC architectures and the proposed ones is
shown in Table V for different parallelism levels of
commonly used CRC generator polynomials. Tree structure
is applied to further reduce the CP toO(log(CP)) CP at the
cost of some additional XOR gates. Our design can maintain
or reduce the CP. In addition to the fact that our design can
process an m —bit message within almost the same number of
clock cycles as previous designs, our design can speed up the
throughput rate of CRC architectures and control or even
reduce the hardware cost. Our design requires more XOR
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gates for some generator polynomials and saves XOR gates
for others. Our design also requires a small number of
additional delay elements. Note that as shown in Fig. 12,
when the pipelining level increases, the loop bound of loop 2
will become larger than that of loop 1. Increasing the
pipelining level will increase the loop bound of loop 2 and
thus increase the iteration bound.

The iteration bound of Fig. 12(c) can be further reduced if
we move the XOR gate of y(n+2) from loop 2 to loop 1,
which is shown in Fig. 15. In Fig. 15, we can see that
although moving the addition operation of y(n+2) increases

the loop bound of loop 1 from0.5T to{ijlf}mE , that of

loop 2 is reduced to(3,/4 sz, and the iteration bound is
also reduced from (7,/8)Tyzt0(3,/4)Tnz . This iteration
bound reduction method is also applied to the parallel
implementation of the commonly used generator polynomials
shown in Table V and marked with *. Our design can also be
applied to other LFSR architectures, especially those with a
generator polynomial that has many zero coefficients
between the second and third highest order nonzero
coefficients.

1 lapl

Mgll.'

Fig.15.Further Improved Four-Level Pipelined CRC
Architecture for G(y) = 1 + v + y® + ¥°.

V1. CONCLUSION

This brief presents a high-speed parallel cyclic redundancy
check (CRC) implementation based on unfolding, pipelining,
and retiming algorithms. CRC architectures are first
pipelined to reduce the iteration bound by using novel look-
ahead pipelining methods and then unfolded and retimed to
design high-speed parallel circuits. A comparison on
commonly used generator polynomials between the proposed
design and previously proposed parallel CRC algorithms
shows that the proposed design can increase the speed by up
to 25% and control or even reduce hardware cost. Although
the proposed design is not efficiently applicable for the LFSR
architecture of any generator polynomial, it is very efficient
for the generator polynomials with many zero coefficients
between the second and third highest order nonzero
coefficients, as shown in the commonly used generator
polynomials.

VIl. REFERENCES
[1] T.-B.Pei and C. Zukowski, “High-speed parallel CRC
circuits in VLSL” IEEE Trans. Commun., vol. 40, no. 4, pp.
653-657, Apr. 1992.
[2] G. Campobello, G. Patan¢, and M. Russo, “Parallel CRC
realization,” IEEE Trans. Comput., vol. 52, no. 10, pp. 1312—
1319, Oct. 2003.

[3] K. K. Parhi, “Eliminating the fanout bottleneck in parallel
long BCH encoders,” IEEE Trans. Circuits Syst. I, Reg.
Papers, vol. 51, no. 3, pp.

512-516, Mar. 2004.

[4] X. Zhang and K. K. Parhi, “High-speed architectures for
parallel long BCH encoders,” in Proc. ACM Great Lakes
Symp. VLSI, Boston, MA,Apr. 2004, pp. 1-6.

[5] K. K. Parhi, VLSI Digital Signal Processing Systems:
Design and Implementation. Hoboken, NJ: Wiley, 1999.

[6] T. V. Ramabadran and S. S Gaitonde, “A tutorial on CRC
computations,” IEEE Micro, vol. 8, no. 4, pp. 6275, Aug.
1988.

International Journal of Scientific Engineering and Technology Research
Volume.04, IssueNo0.36, September-2015, Pages: 7777-7781



