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Abstract: In a peer-to-peer overlay has been proposed to support information sharing among loosely federated data sources
using Information Brokering System (IBS). To access the information on demand organizations raise increasing needs for
information sharing. In organization information systems are designed as distributed network systems, where existing
information systems and new components are connected together using a middleware. Server-side access control for data
confidentiality and brokers are trusted in many existing system. In any case, in completing thus, these results unavoidably
present a consequential processing overhead on the data possessor for key distribution and data authority when fine-grained data
access control is in demand, and subsequently don't scale well. We also address user cancellation. Moreover, our authentication
and access control scheme is decentralized and robust, unlike other access control schemes construct for clouds which are
centralized. In the information brokering process and define two privacy attacks, attribute-correlation attack and inference attack,
and propose two countermeasure schemes automaton segmentation and query segment encryption to securely share the routing

decision to preserve privacy of multiple stakeholders involve.
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I. INTRODUCTION

Why network of brokers: To provide massive scalability
of a large messaging fabric we typically want to allow many
brokers to be connected together into a network so that we
can have as many clients as we wish all logically connected
together - and running as many message brokers as we need
based on the number of clients and network topology. If we
are using client/server or on demand information access then
the broker you connect to becomes a single point of failure
which is another reason for wanting a network (or cluster) of
brokers so that we can survive In failure of any particular
broker, machine or subnet, network of brokers allows us to
support distributed queues and topics across a network of
brokers. This allows a client to connect to any broker in the
network - and fall over to another broker if there is a failure -
providing from the client’s perspective a cluster of brokers.
Information Brokering System (IBS) shown in Fig. 1,
applications on IBS involve some association like RHIO
along with a set of organizations. Databases of different
organizations are connected throughout a set of brokers and
metadata (e.g.data abstract) are pushed to local brokers,
which advance advertises the metadata to other brokers.
Queries are sent to local broker and routed according to the
metadata until reaching right data server(s). Thus, a large
number of information sources in different organizations are
freely federated to provide combined, visible and on demand
data access.
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Fig.1. Information Brokering System (IBS).

II. BACKGROUND AND MOTIVATION

In order to provide privacy on on-demand information
PPIB has been introduced. The brokers are responsible for
user authentication and query forwarding. The coordinators
formed in tree based structure and they are used for enforcing
access control. The coordinators may be sometimes corrupted
and private information can be easily inferred by attackers. In
order to prevent from the data from the attackers two novel
approaches has been included. They are automaton
segmentation and query segment encryption. In this paper,
mainly two attacks has been discussed and providing the
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solution for overcome those attacks. Thus PPIB provides
better protection on private information between inter
organizations.

11l. LITERATURE REVIEW

The distributed information systems are designed when a
network of communicating and partially independent
components several studies have been contributed for
decentralized systems with correct data sharing, distributed
processing, reservation of resources and reliable
communication infrastructure. In a p2p system, queries are
initiated at various peers. These queries may require data that
are located at a large number of peers distributed over the
system. Tradition- ally, distributed systems use centralized or
distributed indexes (catalogs) to store information about the
location of data. For query processing, the indexes are
consulted and the queries are sent to the appropriate nodes
and evaluated there. Maintaining indexes in p2p systems
poses additional requirements. In particular, indexes in p2p
systems must support frequent updates, as peers join and
leave the system constantly. Furthermore, the indexes need to
be highly scalable, since the number of peers reaches
Internet-scale, while in traditional distributed systems, the
number of participating nodes is much smaller and
controlled. Content-based communication is a
communication service whereby the flow of messages from
senders to receivers is driven by the content of the messages,
rather than by explicit addresses assigned by senders and
attached to the messages. Using a content-based
communication service, receivers declare their interests by
means of selection predicates, while senders simply publish
messages. The service consists of delivering to any and all
receivers each message that matches the selection predicates
declared by those receivers.

A. Privacy Preserving Information Brokering System

In privacy-preserving information sharing problem first,
need for privacy protection and propose a novel IBS is
Privacy Preserving Information Brokering (PPIB). It is a
overlay infrastructure consisting of two types of brokering
components, brokers and coordinators. The brokers, acting as
mix anonymizer [10], are mainly responsible for user
authentication and query forwarding. The coordinators,
concatenated in a tree structure, enforce access control. To
prevent curious or corrupted coordinators from inferring
private information,

The Automaton Segmentation Algorithm: In the context of
distributed information brokering, multiple organizations join
a consortium and agree to share the data within the
consortium. While different organizations may have different
schemas, we assume a global schema exists by aligning and
merging the local schemas. Thus, the access control rules and
index rules for all the organizations can be crafted following
the same shared schema and captured by a global automaton,
the global QBroker(query broker). The key idea of the
automaton segmentation scheme is to logically divide the
global automaton into multiple independent yet connected

segments, and physically distribute the segments onto
different brokering servers.

Algorithm:

deploySegment()

Input: Automaton State S

Output: Segment Address: addr

: for each symbol k in S:StateT ransT able do
: addr=deploySegment(S:StateT ransT able(k):nextState)
: DS=createDummyAcceptState()

: DS:nextState addr

: S:StateT ransT able(k):nextState DS

> end for

: Seg = createSegment()

: Seg:addSegment(S)

: Coordinator = getCoordinator()

10: Coordinator:assignSegment(Seg)

11: return Coordinator:address

O©COoOO~NO OB WNPE

IV. THE PROBLEM

A. Problem Definition

Conceptually, IBS is a peer-to-peer overlay network
consisting of data servers, brokering components, and end
users. Applications on top IBS always involve some sort of
consortium among a set of data owners (or organizations).
While expressing a strong need of cross-organizational
information sharing, data owners in such a consortium still
expect to remain as much autonomous as possible. As a
result, data owners collect data independently, and manage it
in their local data servers. Data is not poured into some
center data warehouse or replicated in distributed databases.
Instead, data servers send metadata about their data objects
distribution as well as access control rules to the consortium,
which will further assign them to brokers to help information
brokering. Traditional information sharing approaches
always assume the use of trustable servers, such as the central
data warehousing server or database servers. However, the
honest or semi-honest assumptions (e.g., honest-but-curious
assumption as adopted in [2]) may not hold for brokers. In
practice, they may either be abused by insiders or
compromised by outsiders. It is obvious that the brokers
become the most vulnerable privacy breach of a IBS, which
leads to inevitable security and privacy risks. On one hand,
the survival of information brokering depends on the trust of
brokers to enforce authentication, access control as well as
query forwarding, while on the other hand, failing to provide
proper protection of information released in this process may
create circumstances that harm the privacy of user, data and
the system. The problem has been mainly created by the
attackers. These attackers are external attackers who
eavesdrop the communication. By the use of corrupted
coordinators they infer the sensitive information from queries
which are forwarding between the brokers. There are three
types of stakeholders mainly data owners, data providers and
data requestors. The information which they are using may
be different from others. The attackers mainly use two
different type of attacks they are attribute —correlation attack
and inference attack.
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B. Attribute-Correlation Attack

This attack is fully based on the predicates. All information
is private and sensitive. An attacker interrupts the query with
multiple predicates to infer the information. If the predicates
are matched with the information the entire query has been
inferred.

C. Inference Attack

Here the attackers will infer the sensitive information by
guessing the query. If the guess matches the forwarded query
then that query will be inferred. Thus the information has
been revealed by the external attackers.

V. PROPOSED WORK

A. Query Segmentation Algorithm

It is difficult to protect the query from intercepted by
irrelevant brokering servers. Hide the query content from any
of the brokers, as they are needed to search or match a string
in the metadata or the database, based on which the broker
requests coordinator for the data in brokering approaches. It
is responsible for matching the query with the database index
rules, which enforce query routing, or authorization. In study,
the automaton segmentation scheme provides a new
encryption opportunity to encrypt the query in pieces and
allow each coordinator to decrypt the piece it is about to
process. The query segment scheme consists of the string
matching, content validation, and a special secret key based
authentication module for processing as shown in Fig.2.
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Fig. 2. The four phases of Query brokering process.

Phase 1: A user needs to authenticate himself to local broker
then user submit query to broker in the form of string.

Phase 2: Broker authenticates as well as prepares metadata.
The broker signs this query with his ID and forwards it to the
coordinator.

Phase 3: Coordinator receives query and metadata from
broker. Coordinator validates brokers ID and submits this
query to the database.

Phase 4: In final phase the data server receives query. In
database, unique secret key present for data relevant to the
requested query is fetched and passed from coordinator to
user via broker.
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Fig.3. System Architecture.

The implementation is achieved throughout approach for
Regional Health information Organization (RHIO) as a case
study as shown in Fig.3. There are four modules are as
follows.

e Admin Module: Admin performs critical roles in
registration of data owners and users, brokers,
coordinators and organization in DIBS.He also manages
the database.

e User Module: Users are Data Users and Data Owner
differing on their role and limitation on the data that will
be passed to the Co-coordinator. The coordinator passes
the details by broker and verified it with the secret key
and so will get displayed to the users.

e Broker Module: The broker is mediator between
coordinator and data Users. The query submitted by a
data user gets verified and passed to the co-coordinator.

e Coordinator Module: Once the broker with his ID
verifies a query, he submits it to the coordinator who in
turn searches and sends the key to the data users by the
broker. Coordinator also performs the global service
between two end users via broker.

VI. EXPERIMENTAL RESULT

PPIB system has implemented through two different
processes. The file has been selected by the client to send to
the server. The stakeholder may be data owner, data receiver
or data sender. The selected files send to the server or
destination location without revealing the data location. First
the file is spited using query segmentation and each segment
is encrypted using the automata segmentation algorithm. At
the receiver end using the same decrypt key the file may be
opened. The spitted segment is merged to reassemble the
same file. Using this process the fake files can be identified.
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The intruders or attackers may not able to corrupt the files.
The original file and the fake files can be identified.

VIl. CONCLUSION

In this paper, PPIB has been introduced to preserve
privacy in information brokering. PPIB provides security and
query forwarding scheme for privacy protection. PPIB
integrates security enforcement and query forwarding with
protection. PPIB is efficient and scalable. In future, the next
step is to provide an automatic scheme that does dynamic site
distribution. Also, to minimize the participation of the
administrator node. Also the access control mechanism can
be included. The next goal is to make PPIB self-
reconfigurable. Finally, we plan to minimize (or even
eliminate) the participation of the administrator node, who
decides such issues as automaton segmentation granularity. A
main goal is to make PPIB self-reconfigurable.
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