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Abstract: It is long known attackers may use forged source IP address to conceal their real locations. To capture the spoofers, a
number of IP traceback mechanisms have been proposed. However, due to the challenges of deployment, there has been not a
widely adopted IP traceback solution, at least at the Internet level. As a result, the mist on the locations of spoofers has never
been dissipated till now. This paper proposes passive IP traceback (PIT) that bypasses the deployment difficulties of IP traceback
techniques. PIT investigates Internet Control Message Protocol error messages (named path backscatter) triggered by spoofing
traffic, and tracks the spoofers based on public available information (e.g., topology). In this way, PIT can find the spoofers
without any deployment requirement. This paper illustrates the causes, collection, and the statistical results on path backscatter,
demonstrates the processes and effectiveness of PIT, and shows the captured locations of spoofers through applying PIT on the
path backscatter data set. These results can help further reveal IP spoofing, which has been studied for long but never well
understood. Though PIT cannot work in all the spoofing attacks, it may be the most useful mechanism to trace spoofers before
an Internet-level traceback system has been deployed in real.
Keywords: passive IP traceback (PIT), Spoofers, Top Level Domain (TLD).
I. INTRODUCTION
Ip spoofing, which means attackers launching attacks with
forged source IP addresses, has been recognized as a serious
security problem on the Internet for long . By using addresses
that are assigned to others or not assigned at all, attackers can
avoid exposing their real locations, or enhance the effect of
attacking, or launch reflection based attacks. A number of
notorious attacks rely on IP spoofing, including SYN
flooding, SMURF, DNS amplification etc. A DNS
amplification attack which severely degraded the service of a
Top Level Domain (TLD) name server is reported in this
system. Though there has been a popular conventional
wisdom that DoS attacks are launched from botnets and
spoofing is no longer critical, the report of ARBOR on
NANOG 50th meeting shows spoofing is still significant in
observed DoS attacks. Indeed, based on the captured
backscatter messages from UCSD Network Telescopes,
spoofing activities are still frequently observed. To capture
the origins of IP spoofing traffic is of great importance. As
long as the real locations of spoofers are not disclosed, they
cannot be deterred from launching further attacks. Even just
approaching the spoofers, for example, determining the ASes
or networks they reside in, attackers can be located in a
smaller area, and filters can be placed closer to the attacker
before attacking traffic get aggregated.

The last but not the least, identifying the origins of
spoofing traffic can help build a reputation system for ASes,
which would be helpful to push the corresponding ISPs to
verify IP source address. However, to capture the origins of
IP spoofing traffic on the Internet is thorny. The research of
identifying the origin of spoofing traffic is categorized in IP
traceback. To build an IP traceback system on the Internet
faces at least two critical challenges. The first one is the cost
to adopt a traceback mechanism in the routing system.
Existing traceback mechanisms are either not widely
supported by current commodity routers (packet marking), or
will introduce considerable overhead to the routers (Internet
Control Message Protocol (ICMP) generation , packet
logging), especially in high-performance networks. The
second one is the difficulty to make Internet service providers
(ISPs) collaborate. Since the spoofers could spread over
every corner of the world, a single ISP to deploy its own
traceback system is almost meaningless. However, ISPs,
which are commercial entities with competitive relationships,
are generally lack of explicit economic incentive to help
clients of the others to trace attacker in their managed ASes.
Since the deployment of traceback mechanisms is not of clear
gains but apparently high overhead, to the best knowledge of
authors, there has been no deployed Internet-scale IP
traceback system till now.
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As a result, despite that there are a lot of IP traceback
most useful traceback mechanism before an AS-level
mechanisms proposed and a large number of spoofing
traceback system has been deployed in real.
activities observed, the real locations of spoofers still remain
 Through applying PIT on the path backscatter dataset, a
a mystery. Given the difficulties of the IP traceback
number of locations of spoofers are captured and
mechanisms deployment, we are considering another
presented. Though this is not a complete list, it is the
direction: tracking the spoofers without deploying any
first known list disclosing the locations of spoofers.
additional mechanism. In another word, we try to disclose the
location of spoofers from the traces generated by existing
II. LITERATURE SURVEY
widely adopted functions on commodity routers when
Literature survey is the most important step in software
spoofing attacks happen. Instead of proposing another IP
development process. Before improving the tools it is
traceback mechanism with improved tracking capability, we
compulsory to decide the economy strength, time factor.
propose a novel solution, named Passive IP Traceback (PIT),
Once the programmer„s create the structure tools as
to bypass the challenges in deployment. Routers may fail to
programmer require a lot of external support, this type of
forward an IP spoofing packet due to various reasons, e.g.,
support can be done by senior programmers, from websites
TTL exceeding. In such cases, the routers may generate an
or from books. A. Security problems in the TCP/IP protocol
ICMP error message (named path backscatter) and send the
suite (Author: S. M. Bellovin) S. M. Bellovin has explained
message to the spoofed source address. Because the routers
The TCP/IP protocol suite, which is very widely used today,
can be close to the spoofers, the path backscatter messages
was developed under the sponsorship of the Department of
may potentially disclose the locations of the spoofers. PIT
Defense. Despite that, there are a number of serious security
exploits these path backscatter messages to find the location
flaws inherent in the protocols, regardless of the correctness
of the spoofers. With the locations of the spoofers known, the
of any implementations. Here the author describe a variety of
victim can seek help from the corresponding ISP to filter out
attacks based on these flaws, including sequence number
the attacking packets, or take other counterattacks. PIT is
spoofing, routing attacks, source address spoofing, and
especially useful for the victims in reflection based spoofing
authentication attacks and also present defenses against these
attacks, e.g., DNS amplification attacks. The victims can find
attacks[9]. B. Distributed denial of service (DDOS) attacks
the locations of the spoofers directly from the attacking
(author: Felix Lau Simon) Felix Lau Simon has discussed
traffic.
about distributed denial of service attacks in the Internet. The
hasdecribed attacks on Yahoo!, Amazon.com, CNN.com, and
The system presents PIT, which tracks the location of the
other major Web sites. A denial of service is characterized by
spoofers based on path backscatter messages together with
an explicit attempt by an attacker to prevent legitimate users
the topology and routing information. We discuss how to
from using resources. An attacker may attempt to: “flood” a
apply PIT when both topology and routing are known, or
network and thus reduce a legitimate user‟s bandwidth,
only topology is known, or neither are known respectively.
prevent access to a service, or disrupt service to a specific
We also present two effective algorithms to apply PIT in
system or a user. Some methods and techniques used in
large scale networks. In the following section, at first we
denial of service attacks, and provides the list of possible
show the statistical results on path backscatter messages.
defenses.
Then we evaluate the two key mechanisms of PIT which
The study of distributed denial of service attack can be
work without routing information. At last, we give the
done by using ns-2 network simulator.The algorithms are
tracking result when applying PIT on the path backscatter
implemented in a network router to perform during an attack,
message dataset: a number of ASes in which spoofers are
and whether legitimate users can obtain desired
found. Our work has the following contributions:
bandwidth[8]. C. Practical network support for IP traceback
 This is the first article known which deeply investigates
(Authors: S. Savage, D. Wetherall, A. Karlin and T.
path backscatter messages. These messages are valuable
Anderson) S. Savage described a technique for tracing
to help understand spoofing activities. Though Moore et
anonymous packet flooding attacks in the Internet back
al. has exploited backscatter messages, which are
towards their source. This is motivated by the increased
generated by the targets of spoofing messages, to study
frequency and sophistication of denial-ofservice attacks and
Denial of Services (DoS), path backscatter messages,
by the difficulty in tracing packets with incorrect, or
which are sent by intermediate devices rather than the
“spoofed”, source addresses [10]. Here author describe a
targets, have not been used in traceback.
general purpose traceback mechanism based on probabilistic
 A practical and effective IP traceback solution based on
packet marking in the network. The approach allows a victim
path backscatter messages, i.e., PIT, is proposed. PIT
to identify the network path(s) traversed by attack traffic
bypasses the deployment difficulties of existing IP
without requiring interactive operational support from
traceback mechanisms and actually is already in force.
Internet Service Providers (ISPs). Moreover, this traceback
Though given the limitation that path backscatter
can be performed “post-mortem” – after an attack has
messages are not generated with stable possibility, PIT
completed.The implementation of this technology that is
cannot work in all the attacks, but it does work in a
incrementally deployable, (mostly) backwards compatible
number of spoofing activities. At least it may be the
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and can be efficiently implemented using conventional
packet due to various reasons, e.g., TTL exceeding. In
such cases, the routers may generate an ICMP error
technology [21].
message (named path backscatter) and send the message
III. EXISTING SYSTEM
to the spoofed source address. Because the routers can be
 Existing IP traceback approaches can be classified into
close to the spoofers, the path backscatter messages may
five main categories: packet marking, ICMP traceback,
potentially disclose the locations of the spoofers.
logging on the router, link testing, overlay, and hybrid
 PIT exploits these path backscatter messages to find the
tracing.
location of the spoofers. With the locations of the
 Packet marking methods require routers modify the
spoofers known, the victim can seek help from the
header of the packet to contain the information of the
corresponding ISP to filter out the attacking packets, or
router and forwarding decision.
take other counterattacks.
 Different from packet marking methods, ICMP
 PIT is especially useful for the victims in reflection
traceback generates addition ICMP messages to a
based spoofing attacks, e.g., DNS amplification attacks.
collector or the destination.
The victims can find the locations of the spoofers
 Attacking path can be reconstructed from log on the
directly from the attacking traffic.
router when router makes a record on the packets
Advantages of Proposed System:
forwarded.
 This is the first article known which deeply investigates
 Link testing is an approach which determines the
path backscatter messages. These messages are valuable
upstream of attacking traffic hop-by-hop while the attack
to help understand spoofing activities. Though Moore
is in progress.
has exploited backscatter messages, which are generated
 CenterTrack proposes offloading the suspect traffic from
by the targets of spoofing messages, to study Denial of
edge routers to special tracking routers through a overlay
Services (DoS), path backscatter messages, which are
network.
sent by intermediate devices rather than the targets, have
not been used in traceback.
Disadvantages of Existing System:
 A practical and effective IP traceback solution based on
 Based on the captured backscatter messages from UCSD
path backscatter messages, i.e., PIT, is proposed. PIT
Network Telescopes, spoofing activities are still
bypasses the deployment difficulties of existing IP
frequently observed.
traceback mechanisms and actually is already in force.
 To build an IP traceback system on the Internet faces at
Though given the limitation that path backscatter
least two critical challenges. The first one is the cost to
messages are not generated with stable possibility, PIT
adopt a traceback mechanism in the routing system.
cannot work in all the attacks, but it does work in a
Existing traceback mechanisms are either not widely
number of spoofing activities. At least it may be the
supported by current commodity routers, or will
most useful traceback mechanism before an AS-level
introduce considerable overhead to the routers (Internet
traceback system has been deployed in real.
Control Message Protocol (ICMP) generation, packet
 Through applying PIT on the path backscatter dataset, a
logging, especially in high-performance networks. The
number of locations of spoofers are captured and
second one is the difficulty to make Internet service
presented. Though this is not a complete list, it is the
providers (ISPs) collaborate.
first known list disclosing the locations of spoofers.
 Since the spoofers could spread over every corner of the
world, a single ISP to deploy its own traceback system is
V. CONCLUSION
almost meaningless.
We
try
to
dissipate
the mist on the the locations of
 However, ISPs, which are commercial entities with
spoofers based on investigating the path backscatter
competitive relationships, are generally lack of explicit
messages. In this article, we proposed Passive IP Traceback
economic incentive to help clients of the others to trace
(PIT) which tracks spoofers based on path backscatter
attacker in their managed ASes.
messages and public available information. We illustrate
 Since the deployment of traceback mechanisms is not of
causes, collection, and statistical results on path backscatter.
clear gains but apparently high overhead, to the best
We specified how to apply PIT when the topology and
knowledge of authors, there has been no deployed
routing are both known, or the routing is unknown, or neither
Internet-scale IP traceback system till now.
of them are known. We presented two effective algorithms to
 Despite that there are a lot of IP traceback mechanisms
apply PIT in large scale networks and proofed their
proposed and a large number of spoofing activities
correctness. We demonstrated the effectiveness of PIT based
observed, the real locations of spoofers still remain a
on deduction and simulation. We showed the captured
mystery.
locations of spoofers through applying PIT on the path
IV. PROPOSED SYSTEM
backscatter dataset. These results can help further reveal IP
 We propose a novel solution, named Passive IP
spoofing, which has been studied for long but never well
Traceback (PIT), to bypass the challenges in
understood.
deployment. Routers may fail to forward an IP spoofing
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